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“Threat JModeling



[dentity the threats

STRIDE

* Spoofing Identity

e “fampering with Data

e oRepudiation

* “Information Disclosure
* “Denial of Service

* glevation of Privilege




Assess the risk

DREAD

* “I)amage Potential

* oRReproducibility

* @xploitability

* oAffected Users
* “Discoverability







NOTIFICATION CENTER

EMPLOYEE
DIRECTORY

NOTIFICATION
CENTER

[+ Lucky you! No notifications.

TECHCAFE
ONLINE

Welcome! This application offers a rich and intuitive ﬁ

interface te a number of back-end systems at Adobe.
IT SERVICE DESK

Access Employee Directory CHAT

Chat with the IT Service Desk

Change your password

Receive notifications for the key actions and MINIAPPS

approvals

Access popular IT Services with Tech Cafe Online

Find employee productivity applications in Mini Apps

+ More mmlr»;é)s

pyright Adobe Syst a Allrights reserved Adobe,is a
registered trademarks or trademark: ems Incorporated in the United States

and/or other counties.

MENU

[ ]
Q]

EMPLOYEE
DIRECTORY DIRECTORY
. Order a Desktop/Laptop
@ Order a Desktop/Laptop for New Hires
NOTIFICATION
CENTER

Chat With The IT Service Desk

HARDWARE

LEARN MORE.

NOTIFICATION
CENTER

ISSUE/REQUEST Order amobile device

- Browse Hardware Standards and Specs.

TECHCAFE
ONLINE

Manage your computer

INFRASTRUCTURE
LEARN MORE
RVICE DESK

CHAT Order avirtual server

fa

IT SERVICE DESK
CHAT

»  Alternate ways of ge Support

Order a physical server(BareMetal)

Request AWS compatible storage
MINIAPPS MINI APPS

Order a virtual lab service (VLS)
Request Adobe File Transfer (FTP) Service

ACCESS & SECURITY
LEARN MORE.

Configure an OTP or VIP token
Connect to the corporate wireless network

Install VPN software

MENU

MENU
Chanae Your Corporate Account Password

Q

4 BACK ROOM FINDER ) RESET

Find Room Availability

®
[Q]

EMPLOYEE ool cobosan ey e e
CRECIRY your meeting invite details. Or, stick with the defaults

below and find a reom now. To book the rooms, you will

CD need to copy them to the Attendees field in your invite

OTIFICATION
CENTER

Choose Date & Time

TECHCAFE 02-Nov-2015 /09:30AM CET/ 30 min ’

Set Room Attributes
CAPACITY EQUIPMENT

Any size 4+ Nopreference 5
MINIAPPS

Define Location

INPROXIMITY TO OR Adda Site

x

Employee nam

AL Near Francois Le Droff €]

MENU FIND ROOMS

rancois le dr

Francois Le Droff
EMPLOYEE Selution Architect
DIRECTORY Employee Productivity

0)

NOTIFICATIO!
CENTER

TECHCAFE
ONUNE

fa

IT SERVICE DESK
CHAT

MINI APPS



, CHC ,. I https://jhipster.github.io/




~/workspace/github/devoxx2015 &13:51:19

$ yo jhipster
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Welcome to the JHipster Generator

May JHipster anonymously report usage statistics to improve the too
(1/13) What is the base name of your application? harbus

(2/13) wWhat is your default Java package name? org.devoxx.barbus
(3/13) Do you want to use Java 87 No (use Java 7

(4/13) Which xtypex of authentication would you like to use? DAuLthHZ
(5/13) Which *typex of database would you like to use? NoSOL (Mongol
(6/13) Which *productionx database would you like to use? Mor }
(7/13) Which *developmentx database would you like to use? MongoDB
(8/13) Do you want to use Hibernate 2nd level cache? No (this not p
(9/13) Do you want to use clustered HTTP sessions? lo

(16/13) Do you want to use WebSockets? o

(11/13) Would you like to use Maven or Gradle for building the back
(12/13) Would you like to use Grunt or Gulp.js for building the fro
(13/13) Would you like to use the Compass CSS Authoring Framework? |
create package.json

create bower.jso

e I I e I I I B Y Bt I B Y B |



* Various Auth support

— OAuthl & OAuth 2
— SAML

— Kerberos

— etc

* Role

e HSTS

* XFrame Option / XSS
* CRSF Protection

* Security Auditor



Intranet

"The only secure computer is one with no power, locked in a
room, with no user.

http://www.arnoldit.com/articles/10intranetSecAug2002.htm




Securing ?
No!



Reverse Pro

The big clean






Our Data?

Norse 'NorseCorp - 26m
@ Uber Customer Account Credentials for Sale on the Dark Web buff.ly/1vsPzE5

#uber #infosec #security

2

e PII

* Internal

* Confidential
* Restricted

Lets Encrypt !




Encrypt the front-end

https & SSL: good but ...

* thekeys
— must be @) rorse Sl Foowng
* protected e

* bigenough Researchers Find RSA Encryption Keys

Duplicated Thousands of Times

— canbe buff.ly/1 DXFAEK #infosec #security
* broken
* Stolen
* pick theright algo
— Heard of Heartbleed, bash or POODLE ? ~ Zg[ deremiah Grossman ¥
e clients ‘Google warns of unauthorized TLS cert
_ TI‘UStWOI‘thY? gé?;iif:}éaalgﬁjsaetgnstjfsém 5/... <we're

really really gonna need replacement system
<)




Encrypt the back-end

* Secure Mongo

— Authentication

— Role Based Access Control

*  https://github.com/jhipster/generator-jhipster/issues/733

— Audit

* SSL with Mongo

#o8 Mohit Kumar {¥ X Follow

40,000 unprotected MongoDB databases, 8

million telecommunication customer records
exposed

thehackernews.com/2015/02/mongod... |




Encrypt at rest

* Application level encryption

* Storage encryption



ASHLEY

Woah, look what | found

MADIS r{,Nm in the 9.7GB of Ashley

Madison data...!

Lite is short. Have an affair,?

Some people don't
like this kind of thing,
but I'm all for it!

| really didn’t
expect 1o see that
in their database...




Auth

Authentication &
Authorisation



|99® /o barbus x \ +
|

€ @ barmus ot barbares.com:B080/4/ogin @ O Search B 4+ AS

fHome & Account - ™ Language -

Authentication

Login
Wour lagir

Password

Your password

Autherticate

You dan't have an account yet?
Hegister a new account

This Is your footer




yasswords

UNCOMMON
(NON -GIBBERSH) UmN
BASE. WORD correct horse battery staple
Tr@ U b 4d or 8.5
CAPS? COMMON NUMERAL |
SORSTITUTIONS Cg?,,?,‘% Eﬂw' 'DOCRD' :
(YOU CAN AOD A FEW) MORE Bﬁsro RNCRJHTIOI\J
ACOUNT FOoR THE FRCT THAT THI -
IS ONLY ONE OF A FEW COMMON FORMATS)
2% = 3z ppvs AT 2" =550 YEARS AT
1000 GUESSES /sEC 1000 GUESSES/sEC

THROUGH 20 YEARS COF EFFORT, WE'VE SUCCESSFULLY TRAINED
http://xked.com/936/ EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.




LUI MGLW'

CTHULHU

R'LYEH

GAHNAG
https://twitter.com/francoisledroff/status/643365403545219072
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yasswords

' Files L postman chrome extension

" Phone Numbers WD puk
H Serial Numbers W rallydev
& s
\ salesForce
\ salesforce poc renault
W sap hx
W sap-d2
\ sap-d4
_ & sap-prod
W\ sap-s2

N\ sap-s4
L scoleo.fr

L 4 codif venliaean






Secrets

Norse follows
&>, Cytegic @Cytegic - Mar 2
Q 160,000 #Facebook pages are hacked a day #infosec #privacy
nyp.st/1aGb3bh via @nypost

1 1 View summary

security |1 Security News ©IT_securitynews - Mar 17
News Minimizing Damage From J.P. Morgan’s Data Breach: How did a mega bank like
J.P. Morgan get #hacked? It all... goo.gl/fb/vxleNv #infosec

View summary

. B} Le Gorafi and 1 other follow
" =) Alexandre Pouchard @AlexPouchard - Feb 23
2 Pourquoi la #NSA et le #GCHQ ont volé des clés de chiffrement de cartes SIM

lemonde.fr/pixels/article... #Gemalto

View translation &




Two-Factor Authentication

100% of security breaches
implied stolen passwords in 2014

http://www.idtheftcenter.org/
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http://www.wired.com/2012/08/apple-amazon-mat-honan-hacking/




ZFA twolactorauth.org

Phone Hardware Software Phone Hardware Software
Devetoper 5 Call oy Token Implementation Health Dgcs s Call Enall Token Implementation
° v v v v v amon

o o ammor i ® ; v
G WTeth M " " ! Y
Car—
— S
© Coi ' v = g e v
T v o spron -
- ' " & W _ THLL 1VEEM T SUVPORT 354
& - #  TELL THIW TO SUFPORT TFA W Wiy _ TELL VVEM TO SUFPORT I8
'Y 2 v
@ Sl P v v Phone Hardware  Software
Payrnents DOCE 303 Call e Token Implementation
Finance Docs SMS o E™A roken  implementation T3 M= -
v THEM TO SUMPORT TEA .
o't
:
® tocmu
p— THEM 1O SUPPORT 25A -
" Caaglow 5 e = v
T TN -
© i Tijebota ¥ THLL THEM TO SUPPORT 264 .
[ THANX TicEM FOR WORKING OM 294 |
3 ¥ TELL THEM TO SUPPORT IFA I PROGREST
2 i o ST AT v
" . -
o 8 Sue #  TELL THEM TO SUFPOST 3FA
& ' ¥ TELL THEM TD SUFPORT 254
Phone Hardware Software
Social DOCS | SMS ety | ERR e ken implementation
Phone Hardware Software
| Email Docs sMs 0T Emall oo englaar @ stnuLme ¥ TILL THIM TO SUPPORT 254
#  THLLTHIM O SUFFORT 374 sy 4 v
a 5 ” - o o it i 3 v
[ ST v v 8 AL e
€ Facebo o 4
@ o 1 3 W U v v



Avoid the password/identity business :

* Be asimple service provider

* Integrate withat
identity provider

rusted & trustworthy

1dP)

—Entorcing two-factor authentication




SAML

* SAML

—un standard

* S50 du navigateur
* http://www.ssocircle.com

* Juste un standard




SAML 2.0 Flow

Authorization Server / [dP

Resource Server Client
(Web Browser)
User accesses URL in app
+
App generates
th t
i i, HTTP POST to AS w/ Auth Request :
m Auth request is
Q » passed, verified
User is sent to login page at AS
" User logs in
- ll.dlﬂ‘lﬁjldl‘dldlﬂlll-ll‘l‘nﬂ*
Redirect to app w/ SAML token
m | SAML token
is generated

User is logged in to resource server

- i




SAML & JHipster

* Spring Security Support
* Notin JHipster
—Yet #695



Access Employee Directory

Chas with the IT Service Desk

Change youl passwoid

Ratalve notifications for the key aZtions s
appravals

Arcess popular IT Services with Tech Cafe Online
Find emplayee productivity apphications in Min) Apps







notificatie
4

=45 pOpuia

Find employee

SIGNIN




Francois Le Droff Sign Out

.\ Adobe

Sign In with Okta Verify

Your computer or mobile device has not been verified, or 2 previous verification has
explred.

@ Push to device °r | M | Enter code

Remember device

Verify Verify with Okta Verity |

Powered by Okta



Your Verification code
is 144911

WED, APR 9, 2014, 7:54 PM

Joe.User@oktaprise.com
L)
03:49:42 PM
Apr 13, 2015
&
oktaprise.okia.com
CHROME

Q

67.180.100.118
San Mateo, California, US

Account




L)
Q]
EMPLOYEE
DIRECTORY

9,
NOTIFICATION
CENTER

TECHCAFE
ILINE

IT SERVICE DESK

MINI APPS

MENU




: Michael Neale ¥ - Follow
michaelneale

1. App requires 2FA login. 2. get phone from
pants 3. Distracted by 100s of notifications
on it 3. Back to computer. Repeat.

Norse ol Following
NorseCarp

Executive Priorities: Balancing Security and
Usability bit.ly/1GNBN3x via @Wh1t3Rabbit
#infosec #security

MORDAC, THE PREVENTER
OF INFORMATION IN A PERFECT WORLD, To complete the
SERVICES. NO ONE WOULD BE log-in procedure.

ABLE TO USE ANYTHING. Sgﬁ‘gléﬁuy

SECURITY IS MORE
IMPORTANT THAN
USABILITY.

=27 ©2007 Scott Adams, Inc./Dist. by UFS, Inc.

www.dilbert.com scontadams®sol.com

B,




+ OAuth2

* OAuthv2

e Authorize data access to an API

* Create a bond to trust between an application
and a service provider

*  OAuth2 threat model:
—  http://tools.iett.org/html/rfc6819




[ MO j s Barbus & Barbares S \+

-'(-.'i-) https://barbus.et.barbares.com/index. = @& = Q Search B ¥ A S =

Barbus & Barbares devoxx 2015 —

oAuth Tokens for [ledroff]

Clientid User ID Scope

ledroff_hub_oauth_client ledroff@adobe.com write read



Other options

* OAuth 1.0
e Radius
* X509 auth

* Combinations of the above
—including Kerberos, SAML & OAuth 2.0




Gontinuous Tnlegration
&
Secret Management




Secret Segregation

€ & & /github.com 2015 ’ ¢ Ps B 4 AO
2 T d = = B, =
GitHub = oo prise Blog -
francoisledroff / devoxx2015 @Watch 1 % Star 0 YFork 0
<> Code i socret Search
(D Bles sre/mainfwebapp/scripte/componentsfauth/provider/auth.cauth? service.ju v
Languages var data « "usernases" « credentials.usernase s “Epasswords"
+ cradentlals.password «
YAM 2

“kgrant_typespasswordbscopesreadilBvrited”
“client_secret «mySecretOAuthSecreticliont_ld-barbusapp™;
return fhttp.post] 'ocsuth/token", data, |

sre/main/resourcessconfig/application. yml

it dor secret
505797 5eebSefbdaddca25IcdBISAffo@BEI019d
barbusapp
secret | my SecretCAuthSecret
sroflest/rescurcesconfignpplication.ymi v AL
secret

505797 5ee65e8bdaldca25icaBiSafI90883a19a

https://github.com/francoisledroff/devoxx2015/search?utf8=%E2%9C%93&g=secret

https://www.google.ie/search?q=%22.git%22+intitle:%22Index+0f%22&ows rd=cr,ssl&ei=h TMRVIHtONbXapDogreG




Secret Segregation

T Marco Abis ¥ <& Follow

¥ capotribu

My $2375 Amazon EC2 Mistake
pbit.ly/13RfcF|l < "my key had been spotted by

a bot that continually searches GitHub for
AP| keys"

https://twitter.com/capotribu/status/55007931736838 1441
http://www.devfactor.net/2014/12/30/2375-amazon-mistake/




Managine Secrets

i ;\ Overheard By {¥ <% Follow
jtimberman

Managing secrets: still the hardest problem in

operations.

RETWEETS  FAVORITES _ - g o
2 8 PERSE L1228

8:07 PM - 18 Feb 2015

a,; Reply to @jtimberman

, DiggityBiscuits “grubernaut - Feb 18
a @jtimberman doing it well is the biggest secret

1

https://twitter.com/jtimberman/status/568124542553423872




Chet-vault

___%) | E S o Chefencrypted data bags

https RSA private key Auth
UX/Dev/QA/Ops °

Chef-server Encrypted for

e admin users
e whitelisted nodes
* Managed by chef-vault ruby gem

https RSA private key

\
( = E

dev stage o

PN .
2 chef-client QA . r
2D chef-client 2 chef-client F—3 cE f-client

\




Chet-vault

| T = . :
—% https RSA private key Auth E ° Org Segregatlon

UX/Dev/QA/Ops Chef-server * ChefServer Security
* Elasticity

Non prod organization https://wiki.jenkins-ci.org/display/[ENKINS/chef-identity+plugin

prod organization

Git https RSA private key
Auth

A

{ ] | ==

PN : QA o
= hef-client
= ce-dien = A chef-client i& chef-client

Erod

f-client




e Authentication

—SAML is an option
* Cloudbees

 Automate
—Short live

ﬂ Jean-Laurent Morlhon e m

A must-read : @paulgreg: interesting slide
on security of your webapp "DevOoops" by
@carnalOwnage #devops #hacking
slideshare.net/chrisgates/las...”

https://twitter.com/morlhon/status/554899543 150850048




Secure Dependency Management

ODDODODD D

maven glthllb opscode  rubygem redhat webjar npm

Y

Artifact Repository <

! )
8.5 &

\ =
workstation Chef-server

v

I

v

=
S
=
®
@




In the Gloud ?



There iIs NO CLOUD, |ust







;} ~ francoisledroff
’ '!t \ @francoisledroff

Crazy number: one guy for 25000 servers

Antony Slumbers @antonyslumbers

Facebook has one technician per 25,000 servers in a data centre. That, my friends is
the future of work. hbr.org/2015/06/an-ins...

RETWEET -
1 1

10:26 AM - 15 Jun 2015






Ready (o be hacked?




The House is on fire

* Smoke detectors
—HSM
—IDS

* Fire Doors
—SELinux
—SecurityManager



Firehighters ?

GitHub Status  gifhubstatus - Mar 26
We are currently experiencing some minor service outages.

GitHub Status  thubsiat t
o\ ae investigating increased error rates as an incoming DDoS amplifies their
attack.
m Elat

GitHub Status = o/lhubstuns - 13
1=§ After 113 hours of sustained DDoS attacks our defenses are holding. We will
keep our status at yellow until the threat has subsided.

4n3 b vt

44ms ANA__ AN
288ms I T e——
1.2966% FrT? IR | DI Do

0.0% |

1.06s -

99.9868% I



“What to take away



* Security is your responsibility
e Think about it, Threat model

* Youll never be safe
—nor your data
—Encrypt !
* Manage your secrets
* Switch 2FA/strong authentication on




* UXis not an excuse for a lack of security
* Security is not an excuse for a bad UX

* Dont forget continuous integration

* Treat your servers like cattle

* Be ready to firefight




Questions ? Really?

It was clear, wasnt it ?

.francoisledrojj’ 'rpeh’sse
T T T .-, , e,





