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Deep Dive
Notre application “Adobe Hub”



Our use case



Yo



Contraintes de sécurité



SSO, SSL et chiffrement
! Mongeez
! SSL all the way
! Mongo SSL
! RSA Assymetric encryptor
! SAML SSO
" Okta IdP

! UX
" 2 FA
" Using OAuth2



Aj outs
! SAML Support

PK C S1 2Manager

! oAuth2 serv er prov ider
oAuth2 MongoT oken Store
W ith clientId and client secret dynamically prov isionned

! Mix ing SAML| | B asicAuth +  oAuth2
! Mix ing http +  web socket

activ eMQ

! Mongo SSL support
X5 0 9 C ondition Switching with profile

! RSA Assymetric encryptor
@ E ncrypted

! H ystrix C ommands



Difficultés

! Difficulty to commit this back
! What would help

" JHipster Common libraries 
" Re-architecture:

! microservices
! + dedicated IdP
! + dedicated oAuth2 server



Recettes
Avec Chef
! JV M
! JCE
! T omcat/ fat j ar
! iptables
! haProx y
! activeM Q
! S plunk forwarder
! S S L  &  Api keys 

" manag ed with Chef-vault

Recettes
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Questions ?




