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Un Audit de sécurité ?

e Audit

#barbusdevoxx DENVOYX France



#barbusdevoxx DENVOYX France
e eSS



[.a Sécurité cest toi

SEC-UR-TT-Y
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Quelles JMenaces ?

‘Threat sJModeling
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[dentifier les menaces

STRIDE

* Spoofing Identity

e “fampering with Data

e oRepudiation

* “Information Disclosure
* “Denial of Service

* glevation of Privilege
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Prioritiser les menaces

DREAD

* “I)amage Potential

* oReproducibility

* @xploitability

* oAffected Users
* “Discoverability
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JNotre Cas d’étude
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https://jhipster.github.io/
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Yo jHipster

* 4 e .-v—-- e
4
g Welcome, Java Hipster!

This s your homepage

o iy Pvm vy Quetion of, JHiaster
o e JHisater. ot et 10 Give e i star on

Thie i pour Socks
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dSpring Security

* Various Auth support

— OAuthl & OAuth 2
— SAML
— Kerberos

— etc

* Role

e HSTS

* XFrame Option / XSS
* CRSF Protection

* Security Auditor
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on ‘Intranet
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En Intranet

"The only secure computer is one with no power,
locked in a room, with no user.

http://www.arnoldit.com/articles/10intranetSecAug2002.htm




Muraille ?

ligne Maginot ?
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Le grand
nettoyage
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SNos Données
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Nos données?

e PII

* Internal

* Confidential
* Restricted

Yaplus qu a chiffrer
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Chiftrer le tront

https & SSL cest bien... mais D torse ¢ 29
o
les Clef§ . Researchers Find RSA Encryption Keys
— doivent étre Duplicated Thousands of Times
* protégées buff.ly/1DxFAEK #infosec #security
* longues
— peuvent étre
* cassées
- J iah Grossman £ 2 Fe
* subtilisées 3 sy,
* choisis tes algos 'Google warns of unauthorized TLS cert
— Heard of POODLE ? trusted by almost all OSes’
e Joscli arstechnica.com/security/2015/... <we're
es clients really really gonna need replacement syste
— de confiance ? 2 *
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Chiftrer le back

o8 Mohit Kumar ¥ 2 Follc
ol o

40,000 unprotected MongoDB databases,
million telecommunication customer record

* Securiser Mongo  exposea

thehackernews.com/2015/02/mongod... |

— Authentication

— Role Based Access Control

e https://github.com/jhipster/generator-jhipster/issues/733

— Audit

* SSL with Mongo
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Chiffrage au repos

Chiffrer
* au niveau de lapplicatif

* au niveau du stockage
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Auth

Authentification &
JAutorisation
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eee /4 barbus « |+
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earch i

| € @ barmus ot barbares.com:B0B0/A/login o Q

A Home A Account -

Authentication

Login
1'\'- SLEF T

Password

YOUr passworn
Authertticate

You don't have an accoun
Register a new account

This Is your footer
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Votre mot de Passe ?

E]E]DD'C(}EE]SIDDDDDDDD 0
MMON ORDER
BAEE WORD i correct horse battery stople
- . Ir—-’.._-_‘ L__ﬁ.k_T_.__ll I | 1 | ril I' .
TrQubddor &3 35595° 955557 5BERE° aRRae”
S i o \ | | /
chS? 5C0HM1%“T i NOMERAL FOUR RANDOM
000 ; PWCI'S;FE(;\I COMMON WORDS
('YOU CAN AOD A FEW MORE BiTs TO = '
RACOUNT FOR THE FRCT THAT THIS aooo
I1$ ONLY ONE OF A FEW COMMON FORMATS)
2= 3 pavs AT 2= 5% YEARS AT
1000 GUESSES/sec 1000 GUESSES/sEC

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
http://xked.com/936/ EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
#barbusdevoxx To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.




1 Mot de Passe ?
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156 mots de passe ?
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Des secrets ?
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100%

100% des attaques en 2014

impliquent des mols de passe dérobés
http://www.idtheftcenter.org/

Notre but:
* Nétre quun fournisseur de service

e Identifier un fournissseur d’identité, de confiance
* Syinterfacer
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Barbus & Barbares devoxx 2015 - git branch: ${env.GIT_BRANCH} commit: ${env.GIT_COMMIT}
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SAML

* SAML

— un standard
* S50 du navigateur
* http://www.ssocircle.com

* Juste un standard

#barbusdevoxx DEVOX France




#barbusdevoxx DENVOYX France
e eSS



SAML & JHipster

* Support dans Spring Security

* Pas de Support dans JHipster
—#0695
—Francois a quand un PR ?
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Barbus & Barbares devoxx 2015 - git branch: ${env.GIT_BRANCH} commit: ${env.GIT_COMMIT}
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& e @ Adobe Stage Env - Sign In

4 | @ hitps:/adobe-siage. okta.com/app/tempiata_sam

Please sic l’
Hub

@ okl

n

ne Your security image €
d

gnin Remember me

assword? Help
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eue | @ Adobe Systems Inc - Extra.... * | +

& | B hips://adobaokta.com/lagin/do-login ¢  Q Search o

Francals Le Droff Sign Out

1.\ Adobe

Enter your text message verification code

npulet of Motle gevice Nas Nnot beler

| Code

de

mber device

erify
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http://www.wired.com/2012/08/apple-amazon-mat-honan-hacking/
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G francoisiedroff retweeted
@ Henri Gomez € @hgomez « 3h
"@vinzniv: comment faire une attaque "élaborée" chez #ivGmonde ? mots
de passe affichés sur mur " cc @JJBourdin_ RMC

DAVID DELOS

JOURNALISTE TVS MONDE
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ZFA twolactorauth.org

Developer
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o
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Finance
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SAML2 + OAuth?

* SAML v2
* enterprise 5SSO

* OAuth v2

e Autoriser lacces a des données, a une API

* Etablir une chaine de confiance entre une app
et un fournisseur de service
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Autres options

* OAuth 1.0
* Kerberos
* Radius

* X509 auth

e Combinations of the above
—including SAML & OAuth 2.0
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Tniégration Gontinue
&

(Gestion des Secrets
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Ségrégation des secrets?

€ & & /github.com 2015 ’ ¢ Ps B 4 AO
. =
GltHUb T rncemy E F Enterp Blog o Signin
francoisledroff / devoxx2015 @Watch 1 % Star 0 YFork 0
<> Code i socret Search
(D Bles sre/mainfwebapp/scripte/componentsfauth/provider/auth.cauth? service.ju v
Languages var data = "usernases" « credentials.usernase ¢ “Epasswords™
+ cradentlals.password «
T AN 2

“kgrant_typespasswordbscopesreadilBvrited”
“client_secret «mySecretOAuthSecreticliont_ld-barbusapp™;
return fhttp.post] 'ocsuth/token", data, |

sre/main/resourcessconfig/application. yml

it dor secret
505797 5eebSefbdaddca25IcdBISAffo@BEI019d
barbusapp
secret | my SecretCAuthSecret
sroflest/rescurcesconfignpplication.ymi v AL
secret

505797 5ee65e8bdaldca25icaBiSafI90883a19a

https://github.com/francoisledroff/devoxx2015/search?utf8=%E2%9C%93&g=secret
https://www.google.ie/search?q=%22.git%22+intitle:%22Index+0f%22&ows rd=cr,ssl&ei=h TMRVIHtONbXapDogreG
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Ségrégation des secrets?

https://twitter.com/capotribu/status/55007931736838 1441
http://www.devfactor.net/2014/12/30/2375-amazon-mistake/

#barbusdevoxx DENVOYX France
e eSS



Gestion des Secrets

https://twitter.com/jtimberman/status/568124542553423872
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Chet-vault

___%) | E S o Chefencrypted data bags

https RSA private key Auth
UX/Dev/QA/Ops °

Chef-server Encrypted for

e admin users
e whitelisted nodes
* Managed by chef-vault ruby gem

https RSA private key

\
( = E

dev stage o

PN .
2 chef-client QA . r
2D chef-client 2 chef-client F—3 cE f-client
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Chet-vault ?

__%) | E S - siian

https RSA private key Auth

UX/Dev/QA/Ops 1 . D
Chel-server * Utiliser des repo git privés
- * Ségrégation de la production
Non prod organization
par organisation ?
d organizati , -
? PO e Sécuriser le Chef Server
Git

https RSA private key
Auth

A

! = \

st
2 chef-client QA N age
A chef-client 2 chef-client
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Jenkins sécurisé

* Sécurise tes jenkins

—SAML est aussi une option
* Cloudbees

. Jean-Laurent Morihon 2
* Automatise ®

A must-read : @paulgreg: interesting slide
on security of your webapp "DevOoops" by

_Short liVe @carnalOwnage #devops #hacking

slideshare.net/chrisgates/las...”

https://twitter.com/morlhon/status/554899543 150850048
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Gestion sécurisée des dépendances

BISTAIATAYATA

maven glthllb opscode  rubysem  redhat webjar

O

A A A
N
! [
]
—> Artifact Repository < [l
>
i) [
\E{ https - I : : : : I
Q << | |
Git ’ D RSA key Auth [ ] RSA key Auth ]
—> < : > = € >
workstation Chef-server nodes
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&tle GCloud ?
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Prét a te faire hacker?
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Allo les pompiers ?

GitHub Status aus - Mar 26
We are currently experiencing some minor service outages.

GitHub Status  ithubsial b
= We are investigating increased error rates as an incoming DDoS amplifies their
attack.
£ Botweeted 483 tin
GitHub Status - /!l

1=§ After 113 hours of sustained DDoS attacks our defenses are holding. We will
keep our status at yellow until the threat has subsided.

4n3 b vt

44ms ANA__ AN
288ms I T e——
1.2966% FrT? IR | DI Do

0.0% |

1.06s -

99.9868% I
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Y ala maison qui briile

Détecteur de fumée

—HSM
—1DS

* Porte coupe-feu

—SELinux

—SecurityManager
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De DevOps a DevSec
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e qu’ll fallait retenir
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Ce quil fallait retenir

e [Lasecurite cest toi
* Penses-y
* T'esjamais a labri
— tes données non plus
* (Gere tes secrets
e Passe a lauthentication forte
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Ce quil fallait retenir

* [expérience utilisateur nest pas un
prétexte pour une mauvaise sécurite

* noublie pas I'extension du domaine de la
[utte

* {raite tes serveurs comme du bétail

* 50is prét(e) a combattre le feu
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Des questions ? Vraiment ?

Pourtant ¢ était clair non ?

@rancoisledrolf @rpelisse






